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DKIM Signer for Exchange 2016/2019

DKIM steht fir Domain Keys Identified Mail. Mit diesem Verfahren wird die Authentizitat
einer Absender Domain gepriift.

Weitere Informationen unter: https://www.security-insider.de/was-ist-dkim-a-843406/

Download Exchange DKIM Signer:

https://qgithub.com/Pro/dkim-exchange

Die aktuelle Version v3.2.6 unterstltzt nun ohne Fehler Exchange 2016 CU 17 und 2019
Cue6

Nach dem Start der Applikation einfach den Schritten hier folgen.

s Exchange DEIM Signer - O >

Information  DKIM Settings  Domain Settings  Eventlog Viewer Sbout  Debug Helper
Micosoft Exchange

Ingtalled : 15.2.659.4 Transport Service Status : | Running
Start Stop Restart
DKIM Signer
nstalled : {326 | Configure
Awvailable |3.2.E | Reinstall [ Include prerelease versions
Changelog:
3.2.6 (2020-08-01) ~

Fixed multiple build issues around the later CLU's for EX2016 and EX2079 brought to my attention by #307)

w3.2.5 (2020-06-26)
Mew: Added support for Exchange 2016 CU17
Mew: Added support for Exchange 2019 CUE

v3.2.4 (2020-03-24)
Mew: Added support for Exchange 2016 CU16
Mew: Added support for Exchange 2019 CUS

v3.2 3 (2020-01-08)
Mew: Added support for Exchange 2016 CU15
Mew: Added support for Exchange 2019 CLU4

v3.2.2 (2020-01-07)
Mew: Added support for Exchange 2019 CU3
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s Exchange DKIM Signer - O x

Information  DKIM Settings Domain Settings ~ Evertlog Viewer About  Debug Helper

Domains 0 N AELalls

ey length for generation: | 2048 Generate new key Select key file

Copy to clipboard

Check

Add Delete Sawve domain

s Exchange DKIM Signer — O x

Information  DKIM Settings Domain Settings  Eventlog Viewsr About Debug Helper

Domains Domain details
Domain name: |demindow5papst.de e Selector: |dwpk1|
Private key filename: |
Key length for generation: | 1024 5 &enera’[e new key Select key file
Suggested DNS Mame: |dwpk1._domainkey.derwindowspapst.de.
Suggested DMS Record:
Copy to clipboard
Existing DN5:
Check
Add Delete Save domain
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Information  DKIM Settings Domain Settings  Eventlog Viewsr About Debug Helper

Domains Domain details

Domain name

Suggested DNS Name

Copy to clipboard

Private key filename:

Key length far generation:

Suggested DMS Record:

: |demindowspapst.de | Selector: |dwpk1 |

- st v

: |dwpk1 ._domainkey derwindowspapst de. |

v=DKIM1; k=rsa;
p=MIGIMADGCSqGSIb3DQAEBAGUAAAGNADCBIGKBgQCez Z2z TnAGS W Dik
NP+ZHOF 2qzZ¥0Gx/Adrloty'Y Boc XLb/zjqg5m 1d 5epba XV
+QpFgdySbLEDIbmARHWU 1z3ncFENNBE 3Fg UngrxMh

+BZLprEtrgur)q TPEXkgsSRgH¥pFYrBMp MMAW Kit ZM TKNC 4/ Dhy
+TNjlz1JCy4ATr2aFwIDAGAB

Mowe key?

directory

0 It is strongly recommended to store all the keys in the

C\Program Files\Exchange DkimSignerikeys
Do you want me to move the key into this directory?

Add Delete

Save domain
I [ = | keys - O *
Start Freigeben Ansicht 0
< v 4 » Dieser PC » Lokaler Datentrdger (C:) » Programme » Exchange DkimbSigner » keys v @ keys" durchsuchen »
MName Anderungsdatum Typ Grofie
7 Schnellzugriff _
| ] derwindowspapst.de.pem 21.06.2020 20:13 PEM-Datei 1KB
» B DieserPC [ derwindowspapst.de.pem.pub 21.06.2020 20:13 PUB-Datei 1KB

- Database (D:)
= Log (E)

|_ﬂ MNetzwerk

2 Elemente
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- € = - O
Information  DKIM Settings Domain Settings  Eventlog Viewsr About Debug Helper
Domains Domain details
Domain name: |demindowspapst.de Selector: |dwpk1 |
Private key filename: |demindowspapst.de.pem.pub |
Key length far generation: Generate new key Select key file

Suggested DNS Mame: |dwpk1._domainkey.demindowspapst.de.

Suggested DMNS Record:  |w=DKIM1; k=rsa;

. NP+ HOF 2q27 oG/ Adrioty YSocXLb./zjq5m 1d5ep BaXV
Copytoclipboard | | FazySbL60IbmARHW1z3ncFEnNBB3FqUngrxMh

+TNjlz1JCy4ATr2aFwIDAGAR

p=MIGIMADGC50GS5b3DQEBAQUAAIGNADCEIQKBgACezZ2 TnABSW Dik

+BZLpréitrgur)g TP6Xkgs 9RgHXp FYrBNp MM Kit ZM 7KNCE4/Dhy

Suggested DNS recard has been copied to clipboard

(]

T

Add Delete Save domain

DNS Record beim Provider hinzufligen.

IONOS-® MeND

# > Domains&SSL > derwindowspapstde > DNS-Record hinzufugen

DNS-Record hinzufiigen

Typ TXT

Hostname | dwpki._domainkey

Wert | v=DKIM1; k=rsa; p=MIGfMAOGCSqC
TIL | 1Swnde v
Vorschau  dwpk1._domainkey.derwindowspapst.de 3600
IN TXT

"v=DKIMT; k=rsa;
p=MIGfMAOGCSqGSIb3DQEBAQUAAAGNADCBIQ

TXT dwpk1._domainkey "w=DKIM1; k=rsa; p=MIGfMAOGCSqGSIb3DQEBA...
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e Exchange DEIM Signer - O >

Information ~ DKIM Settings Domain Settings  Eventlog Viewer Sbout  Debug Helper

Domains Domain details

Domain name: |derwind0wspapst.de Selector:  |dwpk 1 |

Private key filename: |derwindowspapst.de.pem.pub |

Key length for generation: 1024 w Generate new key Select key file
Suggested DNS Name: |dwpk'|._domainkey.derwindowspapst.de. |

Suggested DNS Record:  |w=DKIM1; k=r=a;

p=MIGFMADGCS5qGSIb3DQEBAQUAAIGNADCBIQKBgQCez 2z TnAGSW Dik

GrmmE o NP+ZHOF2qz 2 oG/ Adrloty Y Boc X Lb./2jq5m 1d Sepbg XV
+3pFgZySbLE0 lbmjARHWuU 1z 3nc FEnNBB 3Fg UngreMh

+BZLprBtrgurlg TPEXkgs3RgHXpFYrBMp MM Kit ZM TKNCF4/ Dhy

+TMjlz1JCy4ATr2aFwIDAQAB

Existing ONS: |y =DKIM; k=rsa;
p=MIGIMADGC5qGS5b3DAEBAGUAAIGNADCBIGKBgQCez Zz TnAGSW Dik
Check NP+ZHOF2qz Z¥0Gx/ Adrloty'Y Boc¥Lb./zjg5m 1dbep g XV
+3pFaZySbLE0 IbmjARHWuU 1z 3nc FEnNBBIFg UngrcMb
+BZLprtrgurlg TPEXkgs3RgHXp FYrBMp MMAW Kit ZM 7KMNCF4/ Dhy
+TMjlz1JCy4ATr2aFwIDAQAB

DMS record public key is comect

Add Delete m Save domain

s Exchange DEIM Signer - O x

||'ff°|'mgi0n DKIM Settings  Domain Settings  Eventlog Viewer About  Debug Helper
Micosoft Exchange

Ingtalled : |15.2.659.-I Transport Service Status : | Running
Start Stop Restart
DKIM Signer
Installed : |Not installed | Carfigure
Awvailable |3.2.4 | Ingtall @ [ Include prerelease versions
Changelog:
v3.2 4 (2020-03-24) ~
Mew: Added support for Exchange 2016 CU1G
Mew: Added support for Exchange 2019 CUS
v3.2.3 (2020-01-08)
Mew: Added support for Exchange 2016 CU15
Mew: Added support for Exchange 2019 CL4
v3.2.2 (2020-0107)
Mew: Added support for Exchange 2019 CU3
v3.2.0(2015-08-29)
Mew: Added support for Exchange 2013 CUZ2
Mew: Added support for Exchange 2016 CU11
Mew: Added support for Exchange 2016 CU12
Mew: Added support for Exchange 2019 Preview
Mew: Added support for Exchange 2019 RTM
Mew: Added support for Exchange 2019 CL1 v
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& Exchange DKIM Signer — O x

Information  DKIM Settings  Domain Settings  Eventlog Viewer About  Debug Helper
Micosoft Exchange

Installed : 15.26594 Transport Service Status @ |Running
Start Stop Restart
DKIM Signer
Installed : Mot installed Configure
Available : Downloading ... x
Changelog:
A
Downloading https:#/api github com/repos./Pro/dkim-exchange/zipball /3 2 &
]

Exchange DkimSigner

@
£

Install Status

Download files

Extract files

Stopping Microsoft Exchange Transpor service
Copying new files

Checking and registering the agent

NS N L N Y

Starting Microsoft Exchange Transport service
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Entweder prift man DKIM mit diesen Online Tools

https://dkimvalidator.com/

https://dkimcore.org/c/keycheck

oder ihr sendet einfach eine E-Mail an check-auth@verifier.port25.com und wartet das
Ergebnis ab.

@ 0% I

@ hitps://mail.dwp.local/owa/Zpath=/mail - @ < || Suchen.. 0o~

Mail - jw@derwindowspa

In E-Mail und Personen su... S ™ Senden 0 Anfugen Verwerfen s (]
~ Favoriten Posteingang Filter v An check-auth@verifierport25.com X Bec
Posteingang
Gesendete Elemente Ce
Entwirfe

>

Jorn Walter

Posteingang
Entwiirfe
~ [ .
Gesendete Elemente G—T\)
7

L
Geldschte Elemente

\//
Junk-E-Mail P

Notizen A Ry

RSS-Abcnnements
Sie sind auf dem Laufenden.

A A B I U #& T = = = @ v
R e v 5
— a X
e @ https.//mail.dwp.local/owa/Zpath=/mail - @ C || Suchen.. P~

ail - jw@derwindowspa...

In E-Mail und Personen su... O @® Neu|¥ [ Loschen @ Archivieren Junk-E-Mail|¥  Aufraumen Verschieben ¥  Kategorien ¥ e

Posteingang Filter v Authentication Report

REEL A L auth-results@verifier.port25.com

Authentication Report 18:57 auth-results@verifier.port25.com £ Allen antworten |V
e Heuts, 18:57

Jom Walter ¥

Gesendete Elemente
This message is an automatic response from Port25's authentication vert

Entwiirfe

~ Jorn Walter
Posteingang 1 This message is an automatic response from Port25's authentication verifier

service at verifier.port25.com. The service allows email senders to perform
a simple check of various sender authentication mechanisms. Itis provided
Gesendete Elements free of charge, in the hope that it is useful to the email community. While
it is not officially supported, we welcome any feedback you may have at
<verifier-feedback@port25.com>.

Entwiirfe

Geldschte Elemente
Junk-E-Mail

Thank you for using the verifier,
Notizen

RSS-Abcnnements The Port25 Solutions, Inc. team

Summary of Results

SPF check: none
“iprev” check:  pass
DKIM check: pass
SpamAssassin check: ham

Details:

HELO hostname: moutkundenserver.de
Source IP: .227.126.135
mail-frem:  jw@derwindowspapst.de

SPF check details:

Result: none (no w=spf1 record published) v
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In der empfangenen E-Mail findet ihr die DKIM Signatur in den Eigenschaften.

Eigenschaften >
Einstellungen Sicherheit
Wichtigkeit Mormal w E Machrichteninhalte und Anlagen verschldsseln
C& Dig. Signatur ausgehenden Machrichten hinzufdgen

Vertraulichkeit | Mormal
S/MIME-Bestatigung anfordern

|:| Keine AutoArchivierung dieses Elements
Optionen zur Verlaufkontrolle

o= Die Zustellung dieser Machricht bestatigen
\// Das Lesen dieser Machricht bestatigen

Ubermittlungsoptionen

S

[ ] Liuft ab nach Ohne ~| |00:00 ~
Kontakte...
Kategorien - Keine
Internetkopfzeilen | pgiM-signature: v=1; a=rsa-sha256; d=derwindowspapst.de; s=dwpk: -

c=simple/simple: t=1593029542: h=from:subject:to:date:message-id:
bh=Vi3DHPwiCjWwi¥AgLDPqRsSOj4jixeUlceagtmZCrak=;
b=nrkAjr8RZ2MwUxguowh1 kTrb0LOsufFr2ew=
ABOMyzwKTbSDT x4k CnRPHEYDZHI 7V + 9K + LeHKK
GyeEplHahMNgcUWUZEz4qronS1Qocs 5BuzN GiISFm3 107 )6ASTfsbHAZcUpUh3K
CGPuVI3prtjowls/ il

Schlieken
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